Fraud in a crisis
Fraud HealthCheQ
The impact of the COVID-19
pandemic on South Africa and
the global economy has been
challenging even to the most
robust institutions. In addition to
responding to the demands placed
on them by the pandemic, those
charged with the governance of
some of our largest private sector
and public sector organisations
have also had to focus on measures
to address the increased exposures
to fraud risks that the situation
has created. The dilemma these
organisations face is how best
to manage recovery in the mid to
long term, while not losing sight of
current pressures and obligations.

A perfect storm
The ‘fraud triangle’ describes three conditions that are commonly found when
fraud occurs. The perpetrators experience some incentive or pressure to engage in
misconduct. There must be an opportunity to commit fraud and the perpetrators are
often able to rationalise or justify their actions. At the current time, the prevalence of
these three factors (incentive/pressure, opportunity and rationalisation) is heightened.
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Before the onset of the COVID-19
pandemic, 42% of South African
respondents to our 23rd Annual Global
CEO Survey were not confident about
their organisation’s prospects for revenue
growth over the next 12 months. Add the
current crisis to that, and we have the
perfect storm.

Rationalisation

Source: PwC 6th Global Economic Crime and Fraud Survey

Incentive / Pressure – the current economic recession coupled with the COVID-19
pandemic have created immense financial pressure on organisations, employees and
society as a whole. In addition, feelings of resentment, reduced financial incentives
and greed may also play a part.
Opportunity – Emergency Procurement leading to inflated pricing, appointment of
rogue traders and/or collusion as a result of diminished compliance requirements.
Risks associated with remote working: such as the use of unfamiliar technology,
reduced segregation of duties, inadequate approvals and cybersecurity concerns.
Rationalisation – the extreme financial pressure, imminent job losses, closure of
businesses, victimism may be used by perpetrators to rationalise their deeds.

In order to assess an organisation’s vulnerabilities to fraud,
under the current ‘perfect storm’ scenario, we have developed a
Fraud Risk Management Assessment Tool — Fraud HealthCheQ
— to assist organisations to assess their fraud exposure.
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The assessment
Fraud HealthCheQ is a web-based tool used in an interactive
session with a client to assess the maturity of the fraud
risk management function/programme of an organisation.
Participants are asked to answer weighted closed-ended
questions, which are then translated into visual dashboards
reflecting high-level statistics. These highlight areas that are
vulnerable to fraud risks exposures, and which require actions
to mitigate the manifestation of fraud risks. This provides
management with key insights about areas that are susceptible
to fraud/corruption/ and irregularities.
The overall score reflects a benchmark against similar
organisations and industries in which the client operates.
The typical results of the assessments are depicted below:
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Assessment feedback
The results of the assessment are discussed with the client
during a feedback session. During the session, the indicative
scores for each of the areas is discussed with the client, and
areas requiring immediate action are highlighted and prioritised.
Any areas requiring further actions are also discussed. The
client may opt to perform this assessment with a focus group or
a broader group within the organisation in order to gain insights
into the level awareness and effectiveness of the organisation’s
fraud risk management function/programme.

Tailored plan
We work with the client to tailor an implementation plan to
address the fraud risk management function/programme
areas of concern and to address the gaps to mitigate the fraud
risks. This will include specific action items, assigned key
stakeholders to address the action items, timelines and the
required resources.

We assist clients to understand the threats and vulnerabilities to fraud, including implementation of prevention and detection
measures, along with data analytics, to make the right decisions and mitigate the fraud risk exposures:

Area

Solution 1

Solution 2

Solution 3

Solution 4

Conflicts of interest

MyDisclosure (disclosure
of interests)

Policy formulation

Fraud and/or ethics
awareness training

Forensic investigations

Fraud controls
environment

Fraud risk & controls
assessments

Data analytics

Policy and process
formulation

Fraud controls testing

Fraud detection

Policy and process
formulation

Fraud root cause analysis

Technology & data analytics Forensic investigations

Gifts and
hospitalities

MyDisclosure (gifts register
and approvals)

Policy formulation

Fraud and/or ethics
awareness training

Forensic investigations

Governance: Boards
and committees

Global intelligence (due
diligence)

Fraud and/or ethics
awareness training

MyDisclosure (disclosure
of interest)

Regulatory compliance
support

Incidents of crime

Forensic investigations

Fraud incident response
assessment

Forensic investigator
training

Forensic function
assessment (including
technology)

Information /
Cybersecurity

Forensic investigations

Incident readiness
assessment

Executive information
disclosure assessment

Digital forensics

Internal audit
capacity

Red flag / Incident
detection assessment

Training

Forensic investigations

Data analytics

Procurement

Policy and process
assessment / formulation

MySupplier (supplier
management)

Global intelligence (due
diligence)

Procurement focused fraud
awareness training

Recruitment

Policy and process
assessment / formulation

Global intelligence (due
diligence)

Forensic investigations

Data analytics

Cyber incidents
investigations
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